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Introduction

The defence challenges at sea have changed because of new technology (Wills,
2020); this change includes an increase in the number of submarine communication
cables (SCCs). Recent events in the Baltic Sea and around Taiwan where damage,
and suspected sabotage, raised questions about the resilience of these systems
(Milmo, 2025). A single modern SCC can carry data upwards of a petabit per second
and these cables carry almost all intercontinental internet traffic. There are also
many other cables for power transmission and traditional telephony. These cables
— often lying openly on the seabed of our oceans — not only are potentially
susceptible to damage but also manipulation of the optical fibres used to transmit
data or cyberattacks targeting the network infrastructure, which could compromise
the integrity and confidentiality of communications relying on the SCCs (Boschetti
and Falco, 2025).

Data communication networks typically use a network approach, which spreads the
network’s capacity over multiple routes to provide redundancy (Jain et al., 2022; US
GAO, 2022). In the event of a single SCC failure, the network traffic is rerouted
over other cables while the service is restored to the damaged infrastructure
(Gordon and Jones, 2022). Therefore, single failures of SCCs have low or very
limited consequences for data communications. While straightforward, this
approach is not always sufficient for critical communications, which cannot afford
new security risks induced by insecure routes or (rare but possible) disconnections.
Moreover, modern mesh networks are susceptible to cascading failures because of

disruptive malware propagation. A large part of society can be affected in scenarios
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where critical infrastructure and critical communications rely on a single SCC or if

mainstream management software is compromised (Boschetti and Falco, 2025).

Managing submarine cables is an inherently multiagency, regulatory, and often
international issue (Bueger and Liebetrau, 2021), where several different state and
commercial value perspectives overlap (Wetter and Wiithrich, 2015). This
multiagency, regulatory, and international issue presents a challenge to operations,
and the response is being studied in parallel domains (Boschetti et al., 2025;
Sigholm, 2016; US GAO, 2022). Organisations such as the International Cable
Protection Committee (ICPC) and the International Telecommunication Union
(ITU) offer guidelines and recommended practices for cable protection. However,
there are possible practical gaps in coordinated threat response if practice is not
adapted to the complex combination of threats, hazards and actors of today.

The important functions of society must be resilient (Roepke and Thankey, 2019).
Therefore, irrespective of whether there is an antagonistic attack behind the
disturbance to an SCC or not, there is a need to mitigate the effects of disturbances
by introducing new data communication alternatives and a balanced and proactive
logic for rerouting data. No single actor can provide the information needed for
situational awareness in such decision-making. The information needed is
potentially spread over both military and civilian actors as well as over both public
and private actors. Therefore, to support the development of a more balanced and
proactive logic for rerouting data, this study investigates the possible information
contributions that can be provided by different stakeholders of the maritime

domain.

The main rerouting alternative considered in this study is an extended and
controlled rerouting of data through space or other alternatives that are independent
of seabed hazards and threats. However, such an alternative possibly comes with
other costs, risks, and threats, including a likely reduction in transmission capacity.
Although recent advances in free-space optical communication have allowed for
data links between Earth and satellites in orbit, as well as between satellites

themselves, the overall capacity of submarine cables cannot be matched by satellite-
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based solutions (Boschetti and Falco, 2025). The threat of jamming, eavesdropping,
cyberattacks, and physical sabotage of space communications systems is also a
factor that must be considered. A balanced combination of conceptually different
solutions, such as SCCs and space-based solutions, may highlight the strengths and

mitigate weaknesses of specific solutions.

The focus of this study is on a specific SCC (here denoted SCCO) the operator of
SCCO — typically a commercial and civilian organisation. This study considers the
information the operator could utilise about hazards, threats and disturbances to
SCCO and about the consequences of rerouting the data. From this perspective,
challenges such as the availability of suitable information and the ability to share
information between commercial and public organisations and between civilian and

military organisations exist.

This study is performed from an applied utilitarian perspective, i.e., it aims both to
identify current stakeholder possibilities and to propose concepts for creating
capability for suitable situational awareness for decision support, where value is
defined by contributions to risk mitigation and resilience. Risk mitigation and
resilience are further defined in a following section ‘Foundational Concepts: Risk
Mitigation, Resilience, and Situational Awareness’ below. This study is normative
and conceptual and uses various literature sources and theoretical approaches. It
analyses the proposed development from a sociotechnical perspective and in terms

of interlinked relevance and rigor assessments.
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Theoretical Framework and Research Approach

To support the qualitative assessments and develop concepts for resilient situational
awareness this study combines theoretical concepts for capability development, risk
mitigation, and resilience. This section first describes these theoretical concepts and
then how they are combined in the research approach.

A Capability Perspective

Support for the development of solutions that bridge civilian and military sectors
and interests is lacking (Adlakha-Hutcheon et al., 2018; Liwéng, 2022; NATO STO,
2021). There is also limited support for developing system designs that combine
and span findings from areas such as engineering, management, and social sciences
into a consistent approach (Winter, 2008). Therefore, a ‘capability’ perspective is
used here to put focus on top-level system design and how a set of organisations
arranges resources to meet common goals (Grabis, Zdravkovic, and Stirna, 2018;
Liwang et al., 2023; Yue and Henshaw, 2009).

The capability concept determines aspects such as what type of technology is
needed, how it is expected to interact with personnel, and what competence is
needed. This refers to creating a conceptual design that connects development at
several different societal levels and types of actors, i.e., an important but challenging
link between policy and technology development (Liwdng, 2022). With the
capability perspective the assessment in this study focuses on solutions for
situational awareness with extensive interactions between social and technical
components, where important system characteristics and capabilities are emergent

properties of the system.
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Risk Mitigation, Resilience, and Situational Awareness

In this study, we define risk mitigation as the means to reduce any or all the
following risk components: likelihood, consequence, and uncertainty (see Aven,
2009; Bakx and Nyce, 2015; Liwang, 2017; Liwdng, Ericson, and Bang, 2014;
NATO NSO, 2024). Resilience, as defined here, is the ability to protect the core
goals of a system against changes and events outside the system. It is detailed here
in terms of the five processes of anticipation, monitoring, response, recovery, and
learning according to Lundberg and Johansson (2015):

e Anticipation represents being able to consider, before the fact, that a

situation might occur and to act based on this prediction.
e  Monitoring represents the ability to detect, make sense of, and act based

on the discovery of an event’s onset.

e Response represents the ability to act during an unfolding event.

e Recovery represents the ability to address restoration after disruptions,
ideally rebuilding with improved capabilities and reduced vulnerability.

e Learning represents the ability to adjust the system in the aftermath of an

event, learning from both positive and negative outcomes.

The reliability of a system has strong connections to risk mitigation and resilience
and is referred to here as a function of redundancy and diversity. Redundancy is a
physical feature of the infrastructure that provides alternative routes through the
system, and diversity is the insensitivity to common-cause failures within the system
(Andrews and Moss, 2002; Méller and Hansson, 2008). The work with risk
mitigation and resilience must be active and integrated into management, planning,
and decision-making, where risk is accepted if benefits outweigh potential losses
(Liwang, Ericson, and Bang, 2014; NATO NSO, 2024).
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Risk mitigation and resilience are dependent concepts; risk mitigation is an integral
part of resilience (Lundberg and Johansson, 2015). Therefore, the two concepts are
combined here to define the following three situational awareness information-
gathering capabilities (SA1-SA3), developed from the concepts of risk mitigation
and resilience described above:

e SALl: Information for anticipation: Information from incidents and near
misses that can be translated into risk models related to possible future
hazards and threats.

e SA2: Monitoring to provide information for response to reduce likelihood
and consequence: Information about activities and events related to SCCO
that indicate its status and any hazards or threats, enabling proactive or
reactive measures to reduce likelihood or consequences and to support
recovery.

e SA3: Monitoring to provide information for learning and for reducing
uncertainties: Information about activities and events that make it possible

to explain occurrences and attribute antagonistic actions.

Suitable situational awareness is understood here as a capability that provides for
SA1-SA3, where SA2 ideally supports both proactive response and reactive

response and recovery.

Research Approach

To generate new knowledge about the problem domain both rigour and relevance
must be assured throughout the process (Dansarie, Andersson, and Silfverski6ld,
2025). Therefore, inspired by Hevner (2007), this study includes relevance through
initiating the process by defining the application domain. To ensure rigor there must
also be a thoroughly referenced knowledge base of scientific foundations, i.e., the
selection and application of appropriate theories and methods for constructing and
evaluating the proposed solution (Hevner et al, 2004; Hevner, 2007). The

qualitative assessment provided by such a combination of relevance and rigor is
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suitable for developing an understanding of complex sociotechnical systems (Mauri
and Antonovsky, 2021).

To ensure both relevance and rigor this study is divided into three steps. The first
step describes the characteristics of the possible stakeholder situational awareness
contributions, presented as layers of possible information. This first step represents
the relevance and the application domain and introduces contextual knowledge into
the assessments. The second step qualitatively evaluates the possible situational
awareness capability contribution from each layer using the three information-
gathering capabilities (SA1-SA3) defined above. Therefore, step two represents
rigor ensuring scientific foundations in the evaluation of the different contributions
to situational awareness. Steps one and two are both reported in the subsection
Steps 1 and 2: Information Layers and Their Possible Contributions to Situational Awareness’.

The subsection Step 3: Evaluation of the Sitnational Awareness Created and the Possibility
of Increasing Risk Mitigation and Resilience’ iterates between the relevance and rigor
contributions and thereby examines and evaluates the findings from a system
perspective, especially in terms of sociotechnical integration and governance

aspects.
Results

Steps 1 and 2: Information Layers and Their Possible Contributions to Situational Awareness

This section describes the characteristics of the possible stakeholder contributions,
introduces contextual knowledge, and evaluates the possible contribution from each
layer using the three information-gathering capabilities (SA1-SA3) as defined

above.

Figure 1 shows the layers of society that could provide information about technical
status, threats, and risk. Each of these layers contains components in terms of
organisations, processes, rules, and technology, and the characteristics of each layer

are a product of these system components.
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Figure 1. A flowchart illustrating the conceptual architecture for mformatzon abonut the
technical status, hazards, threats, and threat level with which different layers could contribute.

Below is a description and assessment of the possible contribution to situational
awareness from each layer, starting from SCCO (the SCC in focus) and working
outwards. The assessment results are summarised in Table 1.



10 Journal on Baltic Security Liwang, ef al.

SCCO Technical Status Information

This is a fully automated technical layer containing information about the technical
status of the SCCO, typically indicating whether the connection is ‘operational’” or
‘down’. Modern digital systems include continuous functions for checking

transmission functionality and pinpointing the location of any disturbance.

Precise, immediate information about infrastructure status is central to acting on
malfunctions and initiating further investigations. Often, at sea, distant or external
resources are needed for both investigation and repair. Therefore, precise status
information saves time and resources in coordinating the next steps. Information
from the SCCO technical status layer cannot be replaced by other external

information.

SCCO Hazard and Threat Information

Monitoring and detecting undersea cable hazards and threats is an active field of
research. This layer collects and processes sensor data operated by the SCCO itself.
Hazards exist in the physical domain but can also target the information carried by
the cable.

In SCCO monitoring, the optical fibres built into the cable are used as sensors that
can monitor infrastructure changes, errors, or nearby activity, including techniques
such as fibre optic cables (FOC) distributed temperature sensing (DTS) and FOC
distributed acoustic sensing (DAS) (see Duckworth et al., 2013; Gutscher et al.,
2019; Gutscher et al., 2023; Howe et al., 2022; OX2, 2025; Taweesintananon et al.,
2021; Thodi et al., 2014).

Cables are often partially buried in the seabed for risk mitigation (Olsson, Franberg,
and Kulesza, 2022). Therefore, by using DTS and data about the surrounding
environment for calculating cable burial depth, operators can identify potential
issues early, minimise damage, and reduce the need for frequent physical surveys
(Howe et al., 2022; Thodi et al., 2014).

DAS technology transforms an optical fibre into a long, densely sampled
acoustic/seismic sensor array. It can detect and classify multiple threats, such as

digging and tunnelling, footsteps, and gunshots, with high location accuracy over
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considerable distances. Previous research and testing have demonstrated successful
applications in a variety of environments, with coverages up to 50 km and virtual
sensor separations as small as one metre (see Duckworth et al., 2013; Howe et al.,
2022; OX2, 2025; Tejedor et al., 2017; Thodi et al., 2014). Such information can

enable proactive actions to prevent cable damage.

Interference with the optical cable can also be detected via optical time domain
reflectometers (OTDRs), which can identify and characterise the type of tampering
that occurs (Bhatta et al., 2019; Tejedor et al., 2017). As activities close to or on the
cable are rare, signals detected from these built-in sensing functions (i.e., DTS, DAS
and OTDRs) typically warrant prompt mitigation.

The confidentiality and integrity of the data transmitted via SCCs could also be
compromised through physical tampering of the optical fibres or seabed amplifiers.
Such an attack is technically possible but highly complex and requires a high level
of sophistication due to the challenging environmental conditions on the seabed
(Boschetti and Falco, 2025). However, such an attack could have sevete
consequences because it may not trigger any alarms if the cable is without

protection.

Continuous data from DTS and DAS on activity on or near a cable also would
provide information on both the baseline activity and near misses, information that
is not currently registered. This information provides context for more severe

incidents and thereby contributes to more developed anticipation and learning.

Maritime Hazard and Threat Information

This layer collects vessel traffic data from sources such as automatic identification
system (AIS) transceivers and shore-based radars. Space-based systems can also
provide better coverage than can assets on the ground. This information is
continuously monitored and assessed through manual and automatic anomaly
detection (Relling et al., 2022).

Information about vessel traffic and ship behavioural anomalies is important for

understanding the likelihood of hazards such as fishing accidents or anchor
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dragging. However, most shipping anomalies do not affect seabed cables.
Therefore, specific real-time subsea data are needed to identify which surface

vessels present hazards or threats to seabed infrastructure.

Independent Infrastructure Hazard and Threat Information (Surveillance and Inspection with
Ships or Underwater Vebicles)

One approach is to use dedicated autonomous underwater vehicles to patrol cables
and relay footage for analysis. These systems are used for in situ pipeline and cable
inspection (Evans et al., 2003; Hamilton and Evans, 2005). However, low
underwater operation speeds (approximately 10 knots), short sensor and
communication ranges (1-100 m), and limited bandwidths (T4drnholm and Liwang,
2022b) make immediate response challenging. Thus, even with multiple vehicles
patrolling every cable, the response time is too long for detecting or mitigating

ongoing incidents.

Regular external inspections or surveillance can identify deteriorating
environmental conditions or sabotage preparations that are useful for anticipating

future incidents. However, such implementation is resource intensive.

Military Threat Information

In this layer, military organisations collect data from sensors and assets, often from
vessels (including autonomous ones), and make qualitative threat-level assessments.
Routine surveillance of the seabed and underwater infrastructure helps establish a
baseline and detect changes over time, reducing uncertainty about threats and
antagonistic events. The use of military assets in creating situational awareness
results in a variety of capabilities that civilian actors do not possess, as the use of
the military is shaped to handle other types of conflict and adversaries. The use of
military assets is, however, not uncomplicated in times of peace because of
contributing nations’ legal frameworks as well as international agreements
(Tdrnholm and Liwdng, 2022a). Potential capabilities could be surface ships with
flying assets with long-range sensors such as radars and signal intelligence but also
submarines and the ability to act with enough force to handle a confirmed threat to
a SCC. Another important aspect is the possible deterrent effect military assets have
on potential threat actors (Till, 2009).
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Detailed and high-quality routine surveillance of the seabed and underwater
infrastructure is important for establishing a baseline description of activity and
detecting changes over time. Such information is important for the development of
the ability to foresee and predict future events and to identify previously
unexampled events important for anticipating events (Lundberg and Johansson,

2015) and therefore reduces the uncertainty about threats and antagonistic events.

Cyber Threat Information

In this layer, an organisation — often a nonmilitary government agency — collects
information about cyber incidents and makes manual qualitative assessments of the
cyber threat level. Several SCC management vulnerabilities are related to cyber
threats, including supply chain compromise, where the limited market of SCC
software providers poses a particular risk. Infiltration at any point — from software
creation to update distribution — can compromise entire networks and thus affect
wide ranges of users within the government and private sectors (Sherman, 2021; US
GAO, 2022). Moreover, weak encryption and poor key management practices can
further jeopardise the cybersecurity of SCCs (Furdek et al., 2021). Understanding
these threats helps anticipate future incidents, learn from events in other sectors

(Lundberg and Johansson, 2015), and therefore reduce uncertainty about the future.

Hazard and Threat Information About Alternative Infrastructure

This layer evaluates threats and risks to terrestrial and space-based infrastructure,
which is crucial for rerouting decisions. Information about hazards in space is of
particular interest because space-based communications are independent of seabed
threats. Ongoing development of low-Earth orbit (LEO) satellite communications
technology, increased spectrum use, and optimised antennas with more advanced
beamforming and digital processing technologies, will allow LEO constellations to
provide significantly higher throughput rates in the coming years (Brodkin, 2024).
When also considering the potential to leverage multiple satellites in parallel to
transmit and receive data and recent developments in free-space optical

communication — using laser light to transmit data within an optical fibre — satellite
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communication is gradually becoming a realistic option for providing redundancy

for terrestrial communication infrastructures (Potter, 2024).

However, space-based infrastructure has its own systemic vulnerabilities. Examples
of naturally occurring phenomena that can hamper communication with or between
satellites include adverse weather conditions in the atmosphere (e.g., fog and
sandstorms) and space (e.g., solar flares and electromagnetic radiation) (Buzulukova
and Tsurutani, 2022). In the future, a proliferated LEO environment or a so-called
Kessler syndrome scenario (Kessler et al., 2010) caused by a growth in space debris
could have detrimental effects on space operations in certain orbits (Luu and
Hastings, 2022). Moreover, several cyber threats exist in relation to space data

communications (Falco et al., 2024).

Of particular interest is the knowledge about alternatives that are independent of
the weaknesses of SCCO0, i.e., alternatives that offer increased diversity in the system.
Space-based systems are an example of an alternative that contributes substantial

diversity to the system.

Assessment of Societal Needs and Sensitivity to Disturbances

Societal needs reflect decisions about priorities, possible restrictions on civilian data
transmission, etc. Effects on end-users from infrastructure failures are typically not
linear with respect to damage to the infrastructure or to the amount of protection
implemented (Johansson, Jonason Bjirenstam, and Axelsdéttir, 2018; Shield et al.,
2021; UNDP and UNDRR, 2022). Typically, SCC failures have limited, short-term
consequences for data communications but may cause restoration costs and
uncertainty about reliability and governance. Proactive rerouting is critical primarily
in specific situations or for certain high-priority data. Without information about

such specific situations, suitable rerouting decisions cannot be made.

The SCC incident often creates substantial uncertainties about cause, reliability, and
governance (Liebetrau and Bueger, 2024). Importantly, there is a low level of
secondary consequences of an incident, i.e., there is a low likelihood for cascading
or escalating effects in the infrastructure and very limited environmental effects, etc.
If there is a specific sensitivity to failure at a specific time and/or specific place,
such information is important to protect. Therefore, proactive rerouting decisions

are important only for specific conditions and for a limited amount of data of
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specific societal importance. Without information about such conditions, suitable

rerouting decisions cannot be made.

Table 1. Summary of the possible contributions of information that can be provided by different

stakeholders in the maritime domain. Author created.

Layer Contribution
SCCO  technical  status | Unique and specific contribution to response to
information reduce consequences (reactive SA2).

SCCO hazard and threat

information

Specific and resource-efficient contribution to
reduce likelihood and consequence (proactive
and reactive SA2). Also contributes to learning
and anticipation by giving information about the

baseline activity and near misses (SA1 and SA3).

Maritime hazard and threat

information

If combined with specific real-time underwater
information: Contribution to anticipation (SA1),
to learning and for reducing uncertainties (SA3),
and to reduce likelihood and consequence

(proactive and reactive SA2).

Independent infrastructure
hazard

information (inspection)

and threat

Specific contribution to anticipation (SA1), but

not feasible for real-time monitoring.

Military threat information

General contribution to anticipation (SAl), to
learning and for reducing uncertainties (SA3).

Cyber threat information

General contribution to anticipation (SA1), to
learning and for reducing uncertainties (SA3).

Hazard

information

and threat
about

alternative infrastructure

Central for balanced decision-making in response

to reduce likelihood and consequence.

Assessment of societal
needs and sensitivity to

disturbances

Complex and context dependent, but crucial for
balanced decision-making response to reduce

likelihood and consequence.
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Step 3: Evaluation of the Situational Awareness Created and the Possibility of Increasing Risk
Mitigation and Resilience

An adequate capability must cover all three situational awareness components
(SA1-SA3) in both the physical and cyber domains. Steps 1 and 2 above show that
no single actor or layer of society can provide the information needed to create
situational awareness. It is the combination of specific information about activities
connected to SCCO with general hazard and threat information, which creates value
in terms of risk mitigation and resilience, provided that the information is actionable

and suitable for decision-making,.

Space-based alternatives offer diversity. However, overuse of alternative
infrastructure decreases data communication quality (Jain et al., 2022) and space
alternatives introduce capacity losses and sensitivity to new hazards and threats,
possibly overshadowing the benefits of rerouting. Hence, rerouting decisions
leveraging space-based infrastructure must be balanced, timely, and well informed

by specific societal needs, ensuring reliable service for prioritised traffic.

Table 2 presents a summary of the prioritised contributions to each situational
awareness component (SA1-SA3), and the findings are further elaborated in the text

below.

Table 2. Summary of the prioritised contributions to each situational awareness component
(SAT1-SA3). Author created.

Situational awareness | Information, in order of contribution
component

SA1l: Information for | 1. SCCO hazard and threat information
anticipation 2. Maritime hazard and threat information
3. Military threat information

4. Cyber threat information

Reactive SA2: Monitoring | 1. SCCO technical status information

to provide information | 2. SCCO hazard and threat information

for reactive response 3. Maritime hazard and threat information




Liwang, e al. Journal on Baltic Security 17

Proactive SA2: | 1. SCCO hazard and threat information
Monitoring to provide | 2. Maritime hazard and threat information
information for proactive

response

SA3:  Monitoring  to | 1. SCCO hazard and threat information
provide information for | 2. Maritime hazard and threat information
learning and for reducing | 3. Military threat information

uncertainties 4. Cyber threat information

Other information | 1. Hazard and threat information about alternative

needed to  support | infrastructure

decision-making 2. Assessment of societal needs and sensitivity to
disturbances

To create situational awareness for anticipation (SAT), the operator of SCCO needs
general cyber threat information and military-domain intelligence on hazards and
threats to the infrastructure in question. As infrastructure hazards often change
slowly but threat uncertainties can shift rapidly, anticipation must emphasise both
physical and cyber threats, and operators must actively seek new information
(Liwang, Sérenson, and Osterman, 2015). However, anticipation is not merely
about implementing adjustments but also about an organisational culture that
acknowledges limited information (Lundberg and Johansson, 2015). Therefore,
anticipation is dependent on the ability to look beyond the latest incidents and
understand that the introduction of a new threat does not necessarily reduce the

risk related to old risks and hazards.

To create situational awareness for response to reduce likelibood and consequence (5A42), the
operator needs specific and real-time information about the hazards and threats
towards SCCO, preferably coupled with more general information about surface
vessel traffic data in the vicinity of SCCO. Only then can proactive steps be taken to
stop or limit an incident, warn end-users of imminent consequences, and prepare
for rerouting to maximise the capacity and security of the new connection. Table 2

highlights that information suitable for active real-time physical response is limited.
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Therefore, physical protection needs to be implemented beforehand to provide for

protection in case of accident or sabotage.

Central to the usefulness of monitoring is the ability to ‘interpret the signs of an
upcoming problem’ (Lundberg and Johansson, 2015, p.26). Therefore, relevant and
context-specific anomaly detection is central. Research on anomaly detection for
ship traffic has been conducted (Relling et al., 2022), but additional classification of
underwater events is needed to identify imminent hazards and threats to SCCs more
precisely.

To successfully act on a problem and to coordinate resoutces, there need to be
suitable response modes (Lundberg and Johansson, 2015). Moreover, any responses
— such as rerouting — must also account for at least general information on societal
needs and potential vulnerabilities. This requires the protection of sensitive
information, as it includes details on military, public, and commercial aspects, as

well as information about societal needs.

Multiple simultaneous infrastructure failures are a possible consequence of attacks
carried out by threat actors with the intent of generating large-scale effects. This
highlights the need for situational awareness that can detect synchronised or

cascading incidents and ensure that decision-making is informed.

To create situational awareness for learning and to reduce uncertainties (SA3), the SCC
operator must learn from its own incidents but, perhaps more importantly, be a part
of a general societal process for learning, where stakeholders share information and
their assessments. Learning is central to resilience (Lundberg and Johansson, 2015)
and is primarily a social aspect of the sociotechnical system. Such learning must
address all the social aspects of the system, including governance and legal aspects.
These aspects cannot therefore be assumed to be constant. An essential first step
in implementing more efficient coordination among stakeholders could involve
establishing information sharing and analysis focused on SCCs that bridges public
and commercial actors. This public-private cooperation model could play a crucial
role in fostering coordination among stakeholders in the domain of situational
awareness. Such coordination and learning are also important for informing cable
risk management to decide to what extent new cables should be buried and
monitored for ensuring sufficient protection (Olsson, Franberg, and Kulesza, 2022).
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As discussed in this study, effective situational awareness and consequent decision-
making for SCCs rely not only on the proper integration of monitoring tools but
also on coordination across the various actors of the network. The value of the
information gathered about hazards and threats to a SCC may be greater for society
than it is for the operator of the SCC. Also, significant heterogeneity often exists in
how threats and failures are interpreted and addressed among different companies,
as well as between the private sector and military stakeholders. These discrepancies
can lead to delays and inefficiencies in the security of submarine communications
and may be mitigated by bringing together diverse stakeholders to create a more

shared risk understanding.

A well-balanced and implemented approach to SCC security increases the costs and
risks of sabotage and decreases the impact of both accidents and sabotage.
Additionally, appearing well protected is a deterrent and thus a protection in itself
(Liwing, Sorenson, and Osterman, 2015). However, across all areas identified, it is
clear from this study that the resulting approach to SCC security is dependent on
information about the weaknesses of the data communication system, as it is
primarily the system functionality that needs to be protected, not the cable itself.
For a commercial, nonstate operator of an SCC, contributing during crises or large-
scale disturbances requires being recognised as a fully integrated defence
stakeholder, e.g. having stronger links to relevant Navies and Coast Guards, with
access to the information and threat intelligence necessary in this capacity. This
affects how the SCC operator anticipates and learns as a defence actor, where the
operatot’s actions will have both civilian and military implications, and depends on

the ability to integrate various types of risk intelligence to balance risks.

Discussion: Conditions for Balanced Rerouting

The conditions and need for rerouting of data communications vary by region,
location, nation, and time. This constitutes both a technical and a social challenge.
Rerouting is a core function of the data communication infrastructure. Therefore,
critical maritime infrastructure protection is not focused primarily on the physical

protection of the data communication system components. For society the focus
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should be on ensuring connectivity by redundancy, diversity, and decision-making
that use the system’s strengths. The more situational awareness is shared, the more

decision-making can support resilience.

Space-based systems are not the only alternative to SCCs; aboveground microwave
solutions could also provide an option that is independent of seabed hazards and
threats. However, microwave solutions have range limitations as well as capacity

challenges, and they introduce new weaknesses into the communication system.

If suitable possibilities for monitoring threats and risks to submarine
communications infrastructure are implemented, they not only support governance
and legal development but also strengthen the emergency functionality crucial for
crisis management and military defence alike. For example, a more developed cross-
disciplinary design and decision-making process would make it easier to implement
prioritised crisis and military functionality directly fused into the infrastructure, e.g.,
implement military solutions for space-based back-up communication directly into
the network instead of being stand-alone solutions. This, in turn, would increase

the possibilities for alternatives in the event of a larger disturbance.

The investigations of this study open avenues for further development in
technology, governance, and legal implications, as well as in how these aspects
interact. However, for such a development, strategic aspects and the notion of
sovereignty need to be further addressed by involved states. The interaction
between technology, governance, and legal aspects is especially challenging given
the international and global characteristics of data communications compared with

the national characteristics of defence and law.

There are also questions about the quality, fidelity, and feedback of the situational
awareness discussed, as well as in relation to trust. For example, if the best
information about threats and the critical need for continuous data communications
exist in the military realm, while the capacity for long-distance data communications
lies in the civilian and commercial realms, how should this complex

interdependency between military and commercial organisations be arranged?

This study provides an understanding of possible contributions to SCC situational
awareness and the appropriateness of their respective application to the operation

of SCCs. The value of such situational awareness is supported by research in several
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different and independent fields. This normative and conceptual study generates
new knowledge about the problem domain by outlining how the concept of
situational awareness could be created and by prioritising different contributions.
More applied work is needed to develop the specific processes, technology, and
competencies that could contribute to more effective interactions between

stakeholders in modern society’s data communication systems.

Conclusion

This study takes a risk mitigation and resilience petspective by investigating the
information needed to support decision-making. Appropriate situational awareness
is dependent on general information about hazards and threats to feed into more
continuous and long-term processes for anticipation and learning. However,
decision-making is also dependent on specific information about hazards and

threats targeting the cable in question.

A well-balanced and implemented approach to SCC security increases the costs and
risks of sabotage and decreases the effects on society for both accidents and
intentional attacks. However, across all areas identified, it is clear from this study
that the resulting approach to SCC security is dependent on information about the
weaknesses of the data communication system because it is primarily the system’s
functionality that needs to be protected, not the cable’s functionality. Additionally,
for a commercial nonstate operator of an SCC, such contributions to the system’s
capability during crises or large-scale disturbances are not possible without being
seen as an integral stakeholder of defence, and receiving the information needed to

act in such a capacity.

Furthermore, this study highlights the importance of actively bridging civilian,
commercial, and military interests through a shared operational framework. Such
collaboration supports a holistic approach to hazard and threat identification,
ensuring that physical and cyber vulnerabilities are addressed in tandem. By aligning

technical capabilities with governance structures, stakeholders can more effectively
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anticipate emerging risks, enhance response measures, and ensure system-wide

resilience.

While this study offers a conceptual and normative framework for improving
submarine cable resilience, it does not provide empirical validation or detailed cost-
benefit analyses. However, from the perspective of applied development, the
conceptual capability perspective is often lacking, and resources and focus are

placed on solutions with limited contributions to the capability needed.
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